Personal Development.
STAYING SAFE ONLINE 92508

Staying safe online
It's important to know how to stay safe when you're using the internet. You should never give
out any personal information when you're online to people you do not know face to face - no
matter who you think you're talking to.
Using the internet
There are lots of sites around that allow you to talk to other people on the web. Chat rooms
give you the chance to have a conversation with other people and get instant replies. Online
message boards and forums let you post questions or comments and ask other users to give
their opinion in their own time.
It can be a great way to chat to other people who share your interests, but you should
always be careful not to pass on any of your personal details.
You should always keep in mind that internet users can pretend to be anyone they like. They
can lie about their age, their interests and whether they're male or female. No matter how
long you've been chatting, remember that they're still strangers; you don't really know them
at all.
Social networking sites
Some of you may have your own Bebo account or Facebook profile that lets you chat with
friends or communicate with other users who share your interests. These 'social networks'
let you create your own blog, upload photos and videos for others to see and add people to
an online friends list.
Social networks are a great way of keeping in touch but you should think carefully before
adding someone to your list of online friends or posting information that you wouldn't be
happy with your parent/carer or teacher seeing.
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Remember:


once you've shared something online you have lost control of it



people may still be able to see things you've posted online, months or years later



some people may use what you've posted online in ways you don't like - or couldn't even
imagine



without you knowing, some people may share things about you which are upsetting



to make sure you know who to contact if someone has upset you, made you feel
uncomfortable, or you need support to deal with bullying
If you are looking for more information about staying in control of your page and how to get
the most out of social networking sites, ThinkUKnow has all the advice you need.
Chat room safety
When you're using a chat room or posting on a message board, never give out any personal
information like your address or your phone number. You should always use a nickname, so
no-one can look you up in a telephone directory and get your home phone number.
Think carefully about meeting someone in the real world who you only know online. If you do
decide to meet an online friend, you should always take a trusted adult with you.
Personal details
Some websites will ask you to fill out a registration form before you can use them. While this
is normal, it's a good idea to find out what the website will do with your personal details.
All companies that collect information have to tell their customers how personal information
will be used. Make sure you check the website's terms and conditions if you want to know.
Some sites allow other companies to use details from their user database for market
research purposes. Companies have to give you the chance to tell them if you don't want
your details to be used in this way. This is often done by having a tick box on the online
registration page. If you don't want your information to be used, tick that box before you
submit your information.
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Protect yourself and your computer against online threats
Many people still don't like shopping on the internet because they think their bank details are
not safe. Luckily, shopping on the web is now just as safe as ordering goods over the
telephone, as long as you follow a few common sense rules.
If you do order goods over the internet, make sure that the company you're buying from uses
a secure shopping server. You'll know if it is a secure site if a padlock icon appears at the
bottom of your browser window, or the web address begins with 'https:'.
If it's a company that you've never heard of before, search their site for any contact numbers
and postal addresses. If they're a respectable company, they won't mind you giving them a
quick call to ask them a few questions.
Also, make sure that you never send your bank details to anyone in an email. Banks and
online stores will never ask you to do this as it is not a secure way of sending information.
Remember:


if you receive an official-looking email that asks you to send your financial details, you should
never reply as you could become a victim of identity fraud



if you have ever shared any of your online passwords with someone in the past - you need
to change them



to use strong passwords that have a mixture of letters, symbols and numbers - rather than
something someone may guess



to tell the truth about your age - do not lie about it to buy, or do things online which are
meant for adults - this would be breaking the law



when you have finished online, remember to log out properly - this is really important if you
use a shared computer
Take time to watch these two short videos, created by CEOP they help young people
understand the risks when using the internet and mobile phones

http://www.youtube.com/watch?v=WriTyc-uW-M
http://www.youtube.com/watch?v=hK5OeGeudBM
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AQA Outcome 1
Demonstrate the ability to identify at least three things that can be done to stay safe when using the
Internet, e.g. never give personal details, passwords, pictures;
1-

2-

3-

AQA Outcome 2
Demonstrate the ability to identify at least one Internet safety organisation to whom you would
report inappropriate behaviour on the Internet;
1-
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AQA Unit Award Scheme: Checklist and Portfolio Content
Centre Name: ______________________________________________________
Centre Number: ____________________________________________________
Student Name: _____________________________________________________
Student Number: ___________________________________________________
Unit Title: PERSONAL DEVELOPMENT: STAYING SAFE ONLINE
Unit Code: 92508
Outcomes

Evidence

1

Watch the 2 CEOP videos

1

Internet safety list

2

Safety organisations list

Date completed

Carer’s Signature

Carer/ worker’s signature ______________________________________________________
Date completed ______________________________________________________________
Assessor’s signature ______________________________________________________
Date completed ______________________________________________________________
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AQA Unit Award Scheme: Summary Sheet
Name of Centre

Centre No

Unit Title

Unit Code

STAYING SAFE ONLINE

92508

*Dates must be used to record the achievement of each outcome in the columns below

Number
rr

Date of
Completion

2

1 Safety 3

1 Safety 2

Student Details

1 Safety 1

Outcomes *

Name
SURNAME, FORENAME

Signed

(Unit teacher)

Signed

(Co-ordinator)

Sheet No
Date
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